INTERNATIONAL ISO/IEC
STANDARD 24727-4

First edition
2008-11-01

Identification cards — Integrated circuit
card programming interfaces —

Part 4:
Application programming interface (API)
administration

Cartes d'identification — Interfaces programmables de cartes a puce —

Partie 4: Administration d'interface de programmation (API)

Reference number
ISO/IEC 24727-4:2008(E)

© ISO/IEC 2008




ISO/IEC 24727-4:2008(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2008

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2008 — All rights reserved



ISO/IEC 24727-4:2008(E)

Contents Page
0T =V o v
L o Yo 11 o) vi
1 RS T oY - 1
2 LV LeT g0 0B LYo =T =T (= Lo =Y 1
3 JLICET . T3 1 Lo e 1= T 1) 4T T 2
4 Abbreviated terms ..........o s mamamnmananannnan 3
5 Architecture specialization ..........cccccciiiiiiiiiiii e ——————— 4
5.1 FUll-NetWOrK-StacK ........ccccoiii s 6
5.2 03 1 =3 - T 8
5.3 L0 o = T 11 1= {0 = - Vo 9
5.4 RemMOote-10yal-stack ....... ..o e 10
5.5 ICC-resident-Stack ... 1
5.6 LY 4 Lo L= [0 0= - T N 12
6 Security arChit@Cture ... e e 12
6.1 Path-protection-PoliCY .......ccccciiiiiiiiiirr e ——— 12
6.2 X 0 IR N 0 3 5 = o 3 14
6.3 S T=Y o UL =N 1 =TT Ve 1 4T 14
6.4 Trusted-channel key administration ...........ccccciiiiiicciimmniii e e s nnes 15
7 (O oT o]0 =2 4 o3 T eZoT 4T o o 4 =Y 41 = 15
71 Action request and response SEMANLICS.......cccccrrrriiiiiiiimrirr e ————— 15
7.2 Proxy — Agent Archit@Cture ...t s 15
7.3 Trusted-channel Interface............ s e 16
4 Tt S O -\ o @ J o = o I8 = e [0 == 17
7.3.2 TC_API_ClOSE reqUESt .......ceeeieiiiiiiiiiiieiesss e s es s s s s e s s s e s s s e s s s s e s e ses s s s s e s s s e s e s esesesenesssssssssssnssssssssnnnnsnnnnnnnnnnennnes 18
7.3.3 TC_API_Read reqUEeSt .........ccoiiiiiiiiiiiicicsesesssess s e ssssssssessssesssss s e s s s s s e s s s s sssssssssssssssssssssnsnsnnnsnnnnnnnnnsnsnnnennnes 19
7.3.4 TC_API_WIite reqUESL .......coooiiiieeeiecec s s s s s e s e s e re s s s e s e s e s e s s s e s e s e s e s s se s e s e s e s e s e e e e e s e s e s s e s s esessssnsnsssssnnnnennnnensnnnnnnnns 20
7.3.5 TC_API_ReSet reqUESt .........ooiiiiiiiiiir i e 21
7.3.6 TC_API_GetStatus reqUest ..o e 22
7.4 INtErface DEVICE AP ........ . ssme e s s s ssmn e e e e s s s smn e e e e s ee s e s sannn e s e e e ean s nnnnenenesannnan 23
A0 5 I == = ] 1= T 0 0 =)« S 24
A0 3 & =1 =T oY = 05 41 = S 25
740 T I T3 4 | 0 S 26
A 3 S € 1Y 4 | 0 L0 T o Y- 1 o | = 27
A T T € 11 15 - 1 T 30
A 3 T - U 32
74 A - o - 33
4 - T 0 41 {4 o | | 5 34
74 T 0 4T 1= o 35
7405 0T T =T oo 13 = 3 S 36
A g B T = 7= o 11 I T £ T oo 37
A0 5 17 = 4 e 8 I = T 1= = T oY S 38
740 1 T I = 1 1= 1 41O 39
A g B V=Y 1 YL 40
7.4.15 ModifyVerificationData...........ccccciiiiiimininir i 43
A 350 T 11 T U 45
A I A T T F= 11 - 47

© ISO/IEC 2008 — All rights reserved iii



